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Organisations that 
track global 

internet access 
detected a collapse 
in traffic into and 

out of Egypt at 
around 10.30GMT on 





Content related to armed conflicts, border disputes, 
separatist movements, and militant groups.



Content that expresses views in opposition to those of the 
current government, or is related to human rights, freedom 
of expression, minority rights, and religious movements



Content related to sexuality, gambling, and illegal drugs 
and alcohol, as well as other topics that may be socially 
sensitive or perceived as offensive.
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• Mariposa botnet

• 12.7m hosts

• 800,000 users details stolen

• empowered relatively unskilled cyber criminals 
to inflict major damage and financial loss

• persistent and dynamic threat



• advanced persistent threat

• theft of IP

• game has changed from keeping them out to 
monitoring and risk management 

meanwhile at the enterprise...



voluntary	  code	  of	  practice	  for	  
Australian	  ISPs	  to	  mitigate	  zombie	  

botnet	  activity
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Notify
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(Report)



Commenced	  Dec	  1,	  2010

34	  participating	  ISPs

Representing	  >90%	  market	  coverage





Government	  
endorsed



Next	  steps

More	  info	  	  	  	   	   www.icode.net.au


